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Abstract: This deliverable provides an evaluation of the ethics risks related to the data processing activities of the project, basing on the opinion if data protection impact assessment released by the Ethics Authority as requested by the Coordinator.
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Executive Summary
This Deliverable describes the outcomes of the hearing requested by the AERAS Project Coordinator to the Università degli Studi di Milano’s internal Ethics Committee. This deliverable comes as an answer to the request of the EC “The beneficiary must evaluate the ethics risks related to the data processing activities of the project. This includes also an opinion if data protection impact assessment should be conducted under art.35 General Data Protection Regulation 2016/679. The risk evaluation and the opinion must be submitted as a deliverable.”
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1. [bookmark: _Toc526328652][bookmark: _Toc59962203]Introduction
This deliverable comes as an answer to the request of the EC “The beneficiary must evaluate the ethics risks related to the data processing activities of the project. This includes also an opinion if data protection impact assessment should be conducted under art.35 General Data Protection Regulation 2016/679. The risk evaluation and the opinion must be submitted as a deliverable.”
In AERAS, the Consortium has put forth its determination to carefully process the possible ethics issues related with the human participation in the various research activities that will be conducted. These mainly involves training sessions (i.e. selection of trainers and trainees) and other stakeholders who could test and evaluate the provided platform. 
Research activities are not expected to collect specific personal data associated to the humans participating in the evaluation activities, but only data related to the usage of the platform itself with anonymized or pseudo-random data. Furthermore, the test will be conducted in the pilots premises and administered by personnel belonging to the pilots themselves.
As mentioned in Section 5 of the Grant Agreement (GA), rules and principles will be strictly upheld, particularly including the Charter of Fundamental Rights of the European Union. Compliance with the Convention of the Council of Europe for the protection of individuals with regard to automatic processing of personal data and the General Data Protection Regulation (EU) 2016/679, is covered in a different deliverable (D7.2) as the overall procedures lay in the context of a distinct ethics type for personal data.
In particular, D7.2 includes the templates of the Participant Information Sheet and the Informed Consent Form that will be used by the project beneficiaries.
Furthermore, this deliverable aims at confirming that the AERAS Consortium is fully aware of the privacy risk due to the management of data about human performance in the evaluation process. To be prepared to them, the Coordinator has requested an opinion to the Ethics Committee of the Università degli Studi di Milano. Such an opinion is provided in Section 2 in Italian and in English. Furthermore, in the Appendixes, the requested documentation package is provided as it was presented during the Ethics Committee hearing.



2. [bookmark: _Toc59962204]Ethics Committee Opinion
The Coordinator, as requested also by the Università degli Studi di Milano internal regulations, has presented the AERAS project to the University’s internal Ethics Committee. In the following section, we provide a short introduction of the scope and responsibilities of the Committee, and the results of the hearing. In the Appendix, the set of documentation sent to be included in the Committee meeting is presented.
1 [bookmark: _Toc59961606][bookmark: _Toc59962205]
1.1 [bookmark: _Toc59962206]UMIL’s Ethics Committee
The Ethics Committee of UMIL has been appointed in 2006. It expresses an opinion on studies submitted by researchers working at the University for the purposes of:
· protecting the rights, dignity, integrity and well-being of the human beings involved;
· ensuring environmental stewardship, protection and conservation;
· promoting and ensuring compliance with Research Integrity.
Its opinion is normally required when research projects to national, EU or international institutions are accepted for funding, and in case publication of sensitive data from research activities in scientific journals. 
However, the Ethics Committee does not have competence on clinical trials of drugs pursuant to Article 3 of the Ethics Committee Regulation [1], stating that “the functions reserved by law to the ethics committees of other institutions, namely hospitals, are outside the province of the University Ethics Committee".
The Ethics Committee activities and responsibility are defined in the “Code of Ethics and for Research Integrity” [1]. The Code set out the ethical principles that apply to all University personnel and students, and to all areas of research. These principles are taken as standards of behavior upheld by the University and shared by the international research community. However, they shall be considered guidelines that in no way substitute the more specific rules of conduct and standards in individual subject areas. In particular, interpretation and application of the Code shall take into account the more important international documents concerning research integrity, the European policy of Responsible Research and Innovation (RRI), the European Charter of Researchers, as well as any relevant conventions and agreements undertaken by the University.
The Committee is appointed every three academic years, and includes internal scientific experts and one external member, specialized in different fields, such as Law, Medicine, Veterinary, Philosophy, Religious Studies. The Data Protection Officer of the University is also part of the Committee.
1.2 [bookmark: _Toc59962207]AERAS Hearing to Ethics Committee
The Coordinator requested to be heard at  the Committee in April 2019. In order to be accepted, the following documentation has been provided to the Committee Secretary:
· Official Committee opinion request (Appendix A), containing an high level description of the project;
· Ethical form (Appendix B), that contains an high level description of the ethical implication of the project, as described in the proposal phase.
· Project ethical protocol (see Section 3), that describes in detail the ethical risks overseen for the project (if any) and the Partners’ involvement. 
· Short description of the project in Italian and in English.
· Information Sheets and Informative Consent Form, already presented in D7.2.
· Coordinator’s conflict of interest absence form (Appendix C).
· Excerpt of the Department of Informatics Council meeting, confirming the participation of the Department to the project (Appendix D). This document also includes the declaration of the Coordinator to request the opinion to the Ethics Committee.
· Curriculum vitae of the Coordinator (Prof. Ernesto Damiani), available online[footnoteRef:2]. [2:  https://work.unimi.it/chiedove/cv/ernesto_damiani.pdf ] 

The Committee met virtually the 14 of May, 2020, where Prof. Damiani introduced the project and presented the research activities and the possible Ethics risks it could involve. The Committee raised concerns in particular related on specific sentences of the Information Sheet and Consent Form, as described on Page 2 of the document in Figure 1. The text in Italian reports the following:The concerns of the Committee are the following:
· In the Information Sheet it should be better specified that collected data will be used for aggregated measures, targeted to a collective improvement of the group rather that the single participant.
· Also for this project, with respect to the data storage, the participant should be clearly informed that, if the collected data is anonymized, there could be no time limitation for its storage, since there is no direct link with the participant.


Concluding, Figure 2 reports the Committee favorable opinion in English.
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[bookmark: _Ref59959902][bookmark: _Toc59962215]Figure 1: Excerpt of the Ethics Committee meeting related to the AERAS Hearing.
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[bookmark: _Ref59960483][bookmark: _Toc59962216]Figure 2: Ethics Committee opinion.
3. [bookmark: _Ref59959398][bookmark: _Toc59962208]AERAS Protocol
The following protocol has been presented to the Ethics Committee to present the objectives of the project and the possible risks deriving from the human involvement.
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4. [bookmark: _Toc59962209]Conclusions
In this deliverable the results of the AERAS hearing to UMIL’s Ethics Committee are presented. During the hearing, the Project Coordinator presented AERAS aims and discussed the possible privacy risks related to the collection and management of personal data and of performance data during the evaluation process of AERAS participants.
The Ethics Committee expressed a favourable opinion about the project’s management of such risks, suggesting only a few adjustments to the project’s Information Sheet, which have been promptly implemented.

5. [bookmark: _Toc59962210]References
[1] Università degli Studi di Milano. Ethics Committee Regulation (in Italian). Available online: https://www.unimi.it/sites/default/files/regolamenti/Regolamento%20Comitato%20Etico.pdf, 2020 
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UNIVERSITA
DEGLI STUDI
DI MILANO

COMITATO ETICO
VERBALE DELLA SEDUTA DI
GIOVEDT' 14 MAGGIO 2020

11 giomo 14 maggio 2020, alle ore 14.30, si runisce telematicamente, tramite piattaforma Microsoft
‘Teams, il Comitato Etico.

Presiede la seduta: Prof. Marco Pedrazzi
Partecipano alla seduta i seguenti componenti del Comitato:

DOCENTE

Prof Marco Pedrazzi
‘Prof ssa Francesca Calont
‘Prof ssa Monica Ferraroni
Prof. Carlo Flamigni
‘Prof_ Fabrizio Gardont
‘Prof ssa Daniela Milant
Prof Emanuele Montanari.
Prof_Gianfranco Mormino
‘Prof ssa Francesca Pogel
Prof. Giuseppe Testa
Prof Giovanni Ziccardi
“Assiste alla seduta Ia dott ssa Maria Lidia Mantia con funzions & segretaria.

iG

o P P P

1 Presidente dichiara aperta la seduta per Ia trattazione del seguente Ordine del giorno;

ORDINE DEL GIORNO

1 Comunicazioni

2. Approvazione del verbale della seduta el giorno 7 maggio 2020

3. Richiesta di parere etico sullntegrazione al progetto: “COVIDIamo: fracing the dy
‘namics of COVIDIO at single-cell multi-omic resolution for drug repurposing and bi
‘marker identification” — prof. Giuseppe Testa

4. Richiesta di parere etico sull'integrazione al progetto: “Controllo epidemiologico in un
modello di prevenzione dell'infezione da Sars-CoV2 nella popolazione di dipendenti del
‘gruppo Agrai” - prof.ssa Maria Rita Gismondo

5. Richiesta di parere efico sull'integrazione al progetto: “Studio OSservazionale sul ruolo
della valutazione istopatologica nel'identificazione delle cause di morte nei casi i Morti
Endouterine Fetali” - prof. Gactano Bulfamante

6. Richiesta di parere efico sul progetto: “Cardiopatia di interesse chirurgico in Africa —
Analis dei risultat clinici ¢ gestionali dell'Ospedale di EMERGENCY SALAM CENTRE
for CARDIAC SURGERY

7. Richiesta di parere efico

8. Richiesta di parere efico

9. Richiesta di parere etico sul progeto: “La valutazione della capacit di recupero negli
atleti” — prof. Roberto Codella, prof. Antonio La Torre

8. Richiesta di parere etico sul progetio: “AREAS” ~ prof. Emesto Damiani 1
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10, Richiesta di parere etico sul progetto: “Business and welfare. Preferences and callective
in Europe” - prof.ssa Sabrina Colombo
11 Richiesta di parere etico sul progetto: “Impianti ultra-sottli di diametro 2,8 mm. Uno
studio multicentrico randomizzato controllato su 46 pazienti” - dott. Diego Lops
Richiesta di parere etico sul progetto: “Stabilifa dei tessuti molli peri.implantari in im-
i post-estrattivi: confronto fra innesto di fessuto connettivo ¢ matrice tissutale etero-
Studio clinico randomizzato ¢ controllato con follow-up di 1 anno” - dott. Diego Lops.
13, Richiesta di parere efico sul progetto: “Miswak vs spazzolino manuale: studio rando-
‘mizzato -doppio cieco”- dott. Diego Lops
14, Richiesta di parere efico sul progetto: “Public Perception of Algorithms in Society: Ac-
counting for the Algorithmic Public Opinion -*ALGOCOUNT™- dott. Alessandro Gandi-
ni, prof. Lorenzo Mosca
15, Richiesta di parere efico sul progeto: “I generi musicali nell'era di Spotify: costruzione
sociale, fruizione computazionale ¢ pratiche produttivo-distributive - "Spotigem",” dott.
Alessandro Gandini
16, Varie ed eventuali

- OMISSIS -

S, Richiesta di parere ctico sul progetto: “AERAS”  prof. Damiani (Mattia Occhi-
pinti)

Su invito del Presidente, prende Ia parola il prof. Emesto Damiani, accompagnato in se-

duta dal prof. Paolo Ceravolo. dal dott. Mattia Occhipinti e dal dott. Fulvio Frati. per il-

Iustrare il progetto sul quale si richiede il parere del Comitato Etico dal titolo:

RAS”.

I progetto AERAS si pone come abietivo 1o svilippo di una piattaforma di Cyber Range adattabili ad
organizzazioni che operano nell'ambito healhcare. per permeftere agli stakeholders, carafterizzati da
diverse tipologie di responsabilita e livelli di competenza all inferno dell organizzazione, di acquisire
conoscenze affe a rispondere e difendere i sistemi e le rei dai pib avanzat attacchi di cyber-security, fi-
ducendone il rischio.
La piattaforma sard caratterizzata da un ambiente virfuale ed isolato che permefter Ia sinlazione delle
caratteristiche, fonzionalita e coniroll di sicurezza def sistemi reali, ofirendo allo stesso tempo Ia possi-
bilita di sviluppare, verificare e gestire azioni di training hands-on. La piafiaforma sara
caratterizzata da un approccio evidence-based. in cui gli ambienti ¢ l simulazioni saran-
0 configurati tenendo conto (7) delle pifs comuni ¢ atruali minacce di cyber-security e (i)
dell'efficacia e potenzialita dei meccanismi di sicurezza cibemefica inferni ed esterni.

‘Per Ia valutazione degli aspett relativi al rattamento dei dati personali nel progetto, s rimanda
al Data Protection Officer di Ateneo, avv. Pierluigi Peri.

Al termine del'intervento, su invito del Presidente, alcun presenti avanzano richieste di chia-
rimento al prof prof. Emesto Damiani.

i pasticolare i il del Comitato sono  segvent
nel foglio informativo specificare meglio che i dai raccoltiserviranno per calcol collet-

ivi mirati a misuare il miglioramento collttivo ¢ non individuale;
- anche per questo progetto, per quanto riguarda la conservazione dei dal i ricorda che,
se il dato verrs conservato in forma anonima non ci sono restrizions temporal per I sua

8. Richiesta di parere etico sul progetio: “AREAS” ~ prof. Emesto Damiani 2
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conservazione perché non é pi riferible ad un soggetto specifico. Occorre chiarire
questo concetto ai partecipanti.

Al termine della discussione, a condizione che i rlievi segnalati sopra vengano accolti, i
‘membri del Comitato presenti alla seduta. all wnanimita, osservano che il progetto dal fitolo “AE-~
'RAS" appare valido dal punto di vista dell"impostazione nonché sufficientemente documentato, e
‘conseguentemente esprimono parere favorevole sullo stesso (allegato 3)

1 Presidente ringrazia il prof. Emesto Damiani. il prof. Paolo Ceravolo, il dott. Mattia Oc-
chipinti e il dott. Fulvio Frati per Iintervento e i chiarimenti forniti e invita i colleghi a riprendere la
trattazione dell"ordine del giomo.

- oMISSIs -
Essendo esaurita Ia trattazione degli argomenti € non emergendo dalla discussione ulteriori elementi

da trattare, il Presidente dichiara chiusa Ia seduta e il Comitato si congeda.

1l presente verbale & composto da n. 14 pagine e n. 9 allegati. Fanno inoltre parte integrante dello

stesso i protocolli esaminati, che sono custoditi agli atti dell' Amministrazione.

Laseduta ¢ tolta lle ore 18.30.

1 Presidente.
prof. Marco Pedrazzi

A ot

8. Richiesta di parere etico sul progetio: “AREAS” ~ prof. Emesto Damiani 3
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Prof. Emesto Damiani (Department of Informatica *Giovanni degli Antoni") informed the Ethics
Committee of the University of Milan that he is going to be the principal investigator of the project:
“A CybEr range tRaining piatform for medicAl organisations and systems Security -AREAS"

“The final goal of AERAS s to develop a realistic and rapidly adjustable cyber range platform for
systems and organisations in the crifical healthcare sector, to effectively prepare stakeholders with
different types of responsibilty and levels of expertise in defending high-risk, crtical cyber-systems.
and organizations against advanced, known and new cyber-attacks, and reduce thei securty
risks. The platform will be a virual cyberwarfare solution enabiing the simulation of the operation
‘and effects of security controls and offering hands-on training on their development, assessment,
use and management.

To achieve its overall goal, AERAS will pursue the following objectives:
1) Develop Cyber Range Security Assurance models (CRSA models) to drive the generation of
Cyber Range Simulation and Training (CRST) programmes.

2) Develop novel hybrid cyber secuiy risk analysis models, which combine traditional static cyber
‘security risk analysis principles and standards with continuous risk estimates. These estimates are
informed from simulation and the continuous real-fime multHayer monitoring of cyber-systems and
trainees.

3) Develop mechanisms to support the adaptation of cyber range simulation and training pro-
grammes, via feedback received from multile sources, including multi-iayer system, trainee and
programme performance monitoring, and CSLAS monitoring.

4) Develop capabilties required for the delivery of effective cyber iraining, namely emulation, simu-
ation, securty assurance assessment, and visualisation capabiities

5) To integrate capabiliies developed under the objectives 1-4 into a common platform that deliv-
ers realistic and highly adjustable cyber training, offering hands-on experience against cyber-
attacks, and supporting decision making in employing different mixtures of security mechanisms to
‘combat risks and to demonstrate and validate the use of the AERAS platform for realistic and high-
Iy adjustable cyber training i the critical healthcare sector using two separate pilots based on real
systems at TRL7.

6) To ensure the dissemination and communication of the project's resuits and the uptake of the
AERAS innovation to organisations in critical domains, and cyber securiy stakeholders.

‘The Ethics Committee of the University of Milan, after having examined the request, issues a fa-
vorable opinion on the matter.

Mian, May 14th, 2020

e

Allegato 3 Comitato Etico 14.05.20
Repertorio pareri Comitato Etico: parere manero 51/20

IL PRESIDENTE
Marco Pedrazzi
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1. Objective of the Project

‘The final goal of the project AERAS (A CybEr range tRaining platform for medicAl organisations and systems
Securty) s o develop a realstic and rapidly acjustable cyber range piatform for systems and organisations in
the crtica heaithcare sector, to effectively prepare stakehoiders with different types of responsibiity and
levels of expertise in defending high-rsk, critcal cyber-systems and organizations against advanced, known
‘and new cyber-attacks, and reduce their security risks. The platiorm vill be a virtual cyberwarfare solution
‘enabling the simulation of the operation and effects of security controls and offering hands-on training on
theirdevelopment, assessment, use and management.

‘The platform will be based on an evidence-based approach where virtual cyberwarfare and simulations are
configured according o evidence regarding: () the occurrence of cyber threats, and (i) the effectiveness of
the operation of the internal and extenal system defence mechanisms. Evidence willbe collected by multi-
faceted realtime monitoring and assessed according to Cyber Range Security Assurance (CRSA) models
Specifying potentialcyber-attacks, the security mechanisms used against them, and the methods for assessing
their effectiveness. The AERAS solution willbe delivered at TRL-7 and validated through two different plots in
the heaithcare sector: () a hospital medical systems pilot; and (i) 2 public heaith systems pilt.

Being funded by the European Commission under the Marie Skiodowska-Curie Actions, Research and
Innovation Staff Exchange (RISE), Call H2020-MSCA-RISE-2015, the research activites of the project will be
focused on the interchange of partners’ research staff, and the interlinking and exploitation of their
‘complementary competences.

To achieve s overall goal, AERAS wil pursu the following objectives:

1) Develop Cyber Range Security Assurance models (CRSA models) to drive the generation of Cyber Range
Simulation and Training (CRST) programmes.

2) Develop novel hyorid cyber security risk analysis models, which combine traditional static cyber security
risk analysis principles and standards with continuous risk estimates. These estimates are informed
from simulation and the continuous reak-time muliayer monitoring of cyber-systems and trainees.

) Develop mechanisms to support the adaptation of cyber range simulation and training programmes,
via feedback receved from multiple sources, including mult-ayer system, trainee and programme
performance monitoring, and CSLAs monitoring.

) Develop capabiltes required for the delivery of effective cyber training, namely emulation, simulation,
Security assurance assessment, and visuaisation capabilites.

5) To integrate capabilties developed under the objectives 1-4 into 3 common platform that delivers
realstic and highly adjustable cyber taining, offering hands-on experience against cyber-atiacks, and
supporting decision making in employing different mixtures o security mechanisms to combat rsks and
%o demonstrate and validate the use of the AERAS platform for realstic and highly adjustable cyber
training i the critical healthcare sector using two separate pilots based on real systems at TRL.

6) To ensure the dissemination and communication of the project’s results and the ptake of the AERAS
innovation to organisations in crtical domains, and cyber security stakeholders.
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2. Project Consortium

‘The Consortium of AERAS is 2 multiciscplinary one, ncluding three universities, 2 SMIEs, and one healthcare.
‘organization. The following table depictsits compostion.

Seromm Name Tooe Commrry |
UMIL | Univeria degh Sudi & Milamo Giversty Taly
CITY | Gty Universit of London. o =
TECHNOLOGIKO PANEFISTRIO KYPROU - CTPRUS
CUT | (NIVERSITY OF TECENOLOGY CUT University Greee
TS [ SPRYI TECENOLOGY SOLUTIONS AG SE ey
AFGES [ AFGES ITRESEARCH GMBH SE ‘Germany
‘a1 | PANEPISTIMIAKO GENIKO NOSORONEIO TAKLEIOU | Healbeare
‘UNIVERSITY GENERAL HOSPITALOF HERAKLION PAGNI | Company -Bilot | O°=°%
TPAT | PANEPISTIMIO PATRON - UNIVERSITY OF PATRAS Coiveray -Pilot | Greese

3. Project Implementation

AERAS's cyber range simulation and training (CRST) programmes will have two key characteristics: (i) be
aligned with the overallsecurity assurance programme that is (or should be) in place within an organization,
‘and (i) cover all the distinct security mechanisms that are available to organisations, and train stakeholders
ot only 1o use them correctly but also to combine them in the most cost effective Way to cover against
securityrisks. The underlying process for generating and delivering CRST programmes s characterized by four
distine stages:

Stage 1(CRSA model definition): The process starts with the efiition of the cyber range securlty assurance
(CRsA) model of an organisation, which efines: the cyber-system(s) of the organisation that should be
Covered by the training (cyber-ystem sub model), the security threats for these systems, the risks that these.
threats create and the security mechanisms that are used to mitigate these isks cyber security assurance sub
model), models for assessing the lielinood and impact ofrisks (isk assessment sub model), and models for
threats and incidents that emerge as the system is being used (threats and incidents sub model).

Stage 2 (Generation of Trainee Type Specific CRST programmes: The next stage of the process is the
generation of CRST programmes, ailored to the needs of ifferent types of trainees within the organisation
(e, security experts, end users, and stakeholders with responsibilty for security investments). The
‘generation ofsuch programmes wilbe based on the CRSA model, which provides the specifications of system
‘components, risks and the security mitigation mechanisms that il be targeted by the programme, 3s well a5
the risk and cost/benefit models avilable to evaluate the fielihood and impact o riks, and the costs/benefits
of the security mechanisms.

Stage 3 (Delivery of CRST programme): The delivery of 3 CRST programme involves the emulation of the cyber
system components involved in the programme and the simulation of threat attacks 0 it In this stage,
trainees will be interacting with the cyber range platform of AERAS accordin to the training scenarios of the
‘executed CRST programme. During the 3% stage CRST programmes, il actions of trainees wil be monitored
0 assess their performance (e, the dificuty level they can reach within a training scenario, how many
correct decsions they have made, whether their performance improves over time)

is and Adaptation): Based on evidence collected during training (Stage 3),
the 4 stage of CRST process willdentify deficiencies and gaps i the training programme and try to address
them through CRST programme adaptation at either the individual trainee or the programme level. An
‘example of possible adaptation t the former level isaitering the configuration parameters of the programme.
in order to make it more or less challenging (e.g, to increase the attack rate and decrease the expected
response time, to ntroduce multple simultaneous attacks, to elminate certain security controls or add more
controls). Similar actions may be taken at the programme level, except that these would then become.
‘applicable to anyone who undertakes the programme next.
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4. Project Phases

‘The work plan of AERAS is aigned with the concept and objectives of the project and is organised in six
interinked workpackages. The projects time plan defines 2 four-phase cycle, with two release phases ©o
deliver efficient, timely and relevant results 10 target stakeholders, and to minimise the risk from finally
providing obsolete tools. Each phase i represented by 2 distinc set of deliverables and milestones, allowing
the continuous monitoring of the project progress and safeguarding its successful completion.

“The following table summarizes the project Work Packages (WP), detailing its duration and objecives.

W Tiie
Number

Stanjend
‘montn

Objectve

Tender

T [P
Manzgament

Mymas

Corcoordinate sl project acivite, produce  qualy
assessment and monitoring plan or the project and.
ensure complance with &, plan and acitate
communication within the consortum, and reperton
project rogress and use of resources.

T

7| Requremenss
Pltiom Desgn

Wz

‘Gather and analyse al requirements derived from the
piots; deine and analys the system requirements of the.
envisioned AERAS integrated plaiorm; dency and
provide ciial updates i terms of availabl tools and.
<echnologies, arising n the period between propesal
submision and project’ nfaton; desgn the sl
architacrure of ths AERAS integrated platiorm.

T

ER Py
Moderdriven Cyber
Range programmes

e

‘Develop 2 language and toolsuppor:fo specifying CRSA
modes and programmes; develop reference CRSA models
3 programmes for the AERAS pilts; develop.
methodologica and ool support for adapting CRSA

mode and programmes for new cyber threats and cyber-
System changes; develop methodologica and too support
fortiloring CRSA programmes to the needs of indiidual

B3

3| Fey Components
Development

W0

‘Develop toois for the key enabling capabiies of e
AERAS patfor: (1) the Cyber Rangs toos; (2] the
visualizaton tools;(3) the eal-time trainee performance
assessment and the CRS programme evalustor, () he
yber system and CSLAs menitoring capabifties;and (5]
e CRST programme sdaptation mechaniams,

5[ Patom
Intsgration, Piots,
and Valication

s/

Integratealhe tool and components defined in W2 and
deveiopsd in WP and WS, in order to provide the
ntegrated AERAS platform; testand ensure the qualy of
<he platiom;(b) define 3 framework of iteria for
evaluating AERAS and visting plt stes fo estabishing
baseine values for said evaluation; evasts the proposed.
platform n terms of effectiveness, inovaton, ser.
experience and acceptance potentia (€ validate the
benefisprovided (o all involved stakeholders) by the
deveioped platform and hesithcare spplicatons under 3
welldefned setof pilo environments, based onthe.
dentiied trget measures and assessment criera.

[

& | Communicaton,
Dissemination,
Impact Creation

WS

o raia swarenezs about the project concept,
deveiopments and fndings to 3i key stakeholders;
develop thedissemination and communication srategy of
the projec, incuding social pesence, participation n

EU svents, colaborstion with other relted projects; and
implement

=y
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In more detail the AERAS work methodology will include the following phases:

1) The Baseline Phase (M1-M12), involving elements such as the project set-up (WP1), the analysis and
efinition of pilt, cyber range and technology requirements, and ending with the initial reference
architecture (WP2).

2) The Innovation Phase (M12-M34), which focuses on technology innovation aspects and willdeliver
the first version of key components, such as the CRSA models and the hybrid isk assessment models
(WP3), 2s well the Cyber Range tools (WP4), and will end with the release of the initial prototype of
the platform, integrating al irs version components (WPS). Considering the lattr, the project’s
evelopment willfolow the Lean start-up methodology (theleanstartup.com) for AERAS platform
Gelivery. To this end, two versions willbe released, starting from 2 Minimur Viable Product (MVP),
planned in M34 which wilbe leveraged not only t0 act as a proof of concept demonstrator, but 1o
2150 validate the project’s approach directly with key AERAS stakeholders (WP, to test the inital
hypotheses (or leap-of-aith assumptions) and adjust them prior o the pilots and the fina release.

3) The Experimentation Phase (M34-M44), that vill be driven by the MUP release at M34 and wil
include the evaluation of the MVP directly at the end users' (. pilot)sites (WP, M36), driving the
further development and final implementation release of all key AERAS models (WP3) and
components (WPA), culminating in the release of the fnal prototype ofthe integrated platform (WPS)
atmaa.

) The Consolidation Phase (M44M48), in which the finalintegrated version of the AERAS solution wi
be deployedfor the 2nd phase of the Pilot Validation (WPS) on M46. Fixes will be applied to the tools
‘and components compriing the platform, ensuring the impact and exploitabilty of the project results
of the cross-pilot validatio (released at M48) of AERAS platform, also assessing its applicabilty in
other critical domains beyond heathcare.
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5. Project Involvement

Each partner of the project il work cooperatively in each project work package and phase, even if th role
and responsibiiies are well defined within them. A balanced pian describing the distribution and destination
o secondments has already been included in the Grant Agreement, with respect to the effort planned for
each partner. The following table wil depict for each work package the expected contribution for each

partner.
WE [ Parmer Contribation

Number
AT | Coordmstor sod lesder of 5 WP
‘CITY | Provides imput t the management deliversbles DI D12, DL3 DIZ DLS
‘CUT | Provides imputto e management deiversbles DLL DL2. DL3. DL4.DLS

1 [STS | Provides inputto the management deliverables DL 1. D12 DL3, DL4. DLS

"AEGES | Provides imput f the management deliverables DL DL2. DL3, DL4 DLS
"PAGNI | Provides imputt the management deliverables DLL DL2. DL3. DL4 DL
UPAT | Provides imput f the management deliverables DI L DL2. DL3. DL4 DL
AT | Conmbus to e wchitechus dex
CITY | Define 2nd analyse Fealtheare Cyber Security Rick Masagemment 28 Servce evel sgrsments|

requurements

TOT [Lesder of e WP, comdimies e collcion nd malye of vequement
N ‘Develops a0 speife: the it vereion of the reference suchitectue for the AERAS platforms
TS| Asslyees he y-tem requements of e AERAS ntegrated patiorm nd vpdst: the state of e
"AEGIS | Defines and amlyze e cyber range tsining requiements
"PAGNI | Contbutes o the requirements analysic
UPAT | Contbutes o the equiements amalyeis
"UMIL | Contibutes o the defniin of the inguige 2o e aining models
CITY | Conmbues o he defmiion of e ming progrmme:
CUT | Contbutes o the definition of the inguge 1 the rausing models
3 [STS | Leader of the WP, develops 2 Lansures and ool suppert for specifyng ng models md
srogamme:
EEGES | Conbss to e defiifion of ik oy modele
SAGHNT | Conmbue: to he defmion of e sming programmer
TPAT | Conmbuts o the defniton of e tming prosrammes
TAIL | Coordamsts he development s Trames & Progremms Performancs Evalustr component
adapasion meckanom.
CITY | Leader of the WP, coordinates e development of G fool for e key endbling capabilites of
e AFRAS plt
4 [COT_[ Coordunates e development of e Cber Rangs & Sumlsion ool
STS | Contrlutes to the development of AERAS took:
"AEGIS | Contibutes o the development of AERAS tools
"PAGNT | Conbutes o he evalustion of AERAS took:
"UPAT | Contibutes o the development of AERAS tosls
UMIL | Leader ofthe WP, coordimates the integratin and validsion ofhe patorss
"CITY | Coordinates e development and specification e evaluston methodology
'CUT | Contbes o the ntegration and validation of the pltform n he pilots
STS | Contrlutes to the ifesration snd valdation ofth pltform in the st pilot
5 [AEGES | Contlutes tothe intesration and validation ofth pltform inthe st pilot
"PAGN [ Coordinate: the deployment of the AERAS platform in the rinart hospital snviromment
pilot (PAGND - Task &4
TPAT | Coordinate: the deploywment of the AERAS platform fn the rmart bospital enviromment
pilot (CPAT) - Task 5.3
THL_| Provides input o the WP dsliversble:
CITY | Provides input t the WP deliversbles
CUT | Providesinput o the WP deliversles
6 [STS | Provdes iput o the WP delversbles
AEGES | Leader of the WF. coordimste: the dczemumation o commmmiestion soione
"PAGNT | Provides input o the WP deliversble:
TPAT | Provides input o the WP deliversles
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I particular, only the activties concerning Work Package 5, and specifically Tasks 5.3 and 5.4 (in bold in the
table), willinvolve directly End-users participation. They will b trained in addressing advanced cyber security
aftacks through the AERAS cyber range platform, using the relevant CRSA programmes developed in WP3. The
pilot willvalidate and evaluate the platform in 2 phases which willuse the inital and final prototype of the
integrated AERAS platform, respectively. The validation wil consst in the analysis of the user interactions will
the Platform, the overal users’ acceptance, and the acual improvement of the overal plots cyber system,
using the AERAS Assurance Tool. Two separate reports of the outcomes of these two evaluation phases will
be produced. The pilots willact a5 coordinator and responsibie of the validation activiies during the Tasks 5.3
andsa.

The partiipation of pilots personnel not direct involved in the research activities wilbe required only in the
Experimentation Phase (Phase 3), during Task 5.3 2nd 5.4. In fact,allthe other phases will be executed and
managed by secondments and project leaders and willbe mainly composed by on-ite requiremens collection
and analysis (Phase 1), design and implementation of project platform (Phase 2), and evaluation of the
‘experimentation results in order to improve and consolidation of the AERAS cyber range system (Phase 4).

During Phase 3, personnel of the pilots will be asked to partiipate to the experimentation phase executing
the provided training actvities exploiting the AERAS platform. In particlar, people from different
departments of the Pilots (PAGNI and UPAT),with different role, willbe approached and asked to participate
in the evaluation of the training platform. The training activities willbe based on department's actual activiies.

‘The participation in of training activities during the AERAS evaluation phase will be on voluntary basis.
Participants will be selected among pilots' employees depending on their role and tasks in the organization.
Ifan employee decides to take part in the evaluation phase, she/he will be asked to sign the consent form.

After the execution of the test,  questionnaire will be administered to the trainees in order to evaluate the.
user acceptance, potentiaties, and requested improvements of AERAS training platform, to be exploited
during the Phase 4
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(2 UniversiTA DEGLI STUDI DI MILANO

Al Comitato Etico di Ateneo
dell'Universita degli Studi di Milano

Oggetto: richiesta autorizzazione per il progett
Titolo del progetto

AERAS - & CybEF range tRaining platform for medical organisations and systems Security
Eventuale Ente finanziatore

Programma Quadro “Horizon 2020" della Commissione Europea, Marie Sklodowska-Curie Research
and Innovation Staff Exchange Action, Grant Agreement . 872735

Responsabile del progetto
‘Prof. Emesto Damiani
Sede/i del progetto

Dipartimento di Informatica "Giovanni degli Antoni", Via Celoria, 18, 20133 Milano, in collaborazione

- City University of London, Northampton Square, EC1V OHE, London (UK)

- Technologiko Panepistimio Kyprou, Archbishop Kyprianos 31 Savings Cooperative Bank
Building, Lemenos (Cyprus)

- SPHYNX Technology Solutions AG, Gubelstrasse 12, Zurigh (Switzerland)
- AEGIS IT Research UG, Humboldtstr. 25, 38106 Braunscweig (Germany)
- Panepistimio Patron, University Campus, 265 04 Rio Patras (Greece)

- Panepistimizko Geniko Nosokomeio Irakleiou, Voutes, 70013, Heraklion, Crete (Greece)

In relazione allo svolgimento del progetto “AERAS - A CybEr range tRaining platform for medical
organisations and systems Security”

si chiede I'espressione del parere da parte del Comitato Eico.

11 progetto AERAS si pane come obiettivo 1o sviluppo di una piattaforma di Cyber Range adattabili
ad orgmizzazioni che operano nell'ambito healthcare, per permettere agli - stakeholders,
caratterizzati da diverse tipologie di responsabilita e livelli di competenza all'interno
dell'organizzazione, di acquisire conoscenze atte a rispondere e difendere i sistemi e le ret dai piti
avanzati attacchi di cyber-security, riducendone il rischio.

La piattaformna sar caratterizzata da un ambiente virtuale ed isolato che permetterd la sinulazione
delle caratterisiche, funzionalita e controli di sicurezza dei sistemi reali, offrendo allo stesso tempo
1a possibilita di sviluppare, verificare e gestire azioni di training hands-on La piattaforma sara
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caratterizzata da un approccio evidence-based, in cui gli ambienti e le simulazioni saranno
configurati tenendo conto (i) delle pi comuni e attuali minacce di cyber-security e (ii)
dellefficacia e potenzialita dei meccamismi di sicurezza cibemetica imtemi ed estemi
all'organizzazione.

Allegati

Scheda etica:

Consenso informato;

Modulo informativo;

Modulo conflito di interessi:
CV del responsabile del progetto.
Delibera del Consiglio di Dipartimento

Infede

Nome del Responsabile del progetto Prof, Ernesto Damiani

Data,

..Milano, 03/05/2020.
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%) UNIVERSITA DEGLI STUDI DI MILANO

Comitato Etico di Ateneo
Universita degli Studi di Milano

SCHEDA ETICA - PARTE A

"NEL CASO IN CUTIL PROGETTO SLE SVOLTO IN COLLABORAZIONE CON ALTRI ATENEUSEDT
SPECIFICARLO IN “Sedeii del progetto” E COMPILARE RIFERENDOSI ESCLUSIVAMENTE ALL4
PARTE DI PROGETTO CONDOTTO PRESSO L'UNIVERSITA’ DEGLI STUDI DI MILANO.

Titolo del progetto
AERAS - & CybEF range tRaining platform for medical organisations and systems Security
Eventuale Ente finanziatore

‘Programma Quadro "Horizon 2020 della Commissione Europea, Marie Sklodowska-Curie Research
and Innovation Staff Exchange Action, Grant Agreement n. 872735

Responsabile del progetto
‘Prof. Emesto Damiani
Sede/i del progetto

Dipartimento di Informatica “Giovanni degli Antoni”, Via Celoria, 18, 20133 Milano, in
collaborazione con:

- City University of London, Northampton Square, EC1V OHB, London (UK)

- Technologiko Panepistimio Kyprou, Archbishop Kyprianos 31 Savings Cooperative Bank
Building Lemenos (Cyprus)

- SPHYNX Technology Solutions AG, Gubelstrasse 12, Zurigh (Switzerland)
- AEGIS IT Research UG, Humboldtstr 25. 38106 Braunscweig (Germany)

- Panepistimio Patron. University Campus, 265 04 Rio Patras (Greece)

- Pancpistimiako Geniko Nosokomeio Irakleiou, Voutes, 70013, Heraklion, Crete (Greece)

ST N0

Consenso Informato
+ T progetto coinvolge sogeett minor deta? X
* W progetto coinvolge pazienti? X
* I proetto convolge persone non in grado & forire 1l comsenso? X
T progetto coinvolge voloatar adulti”

* D progetto implica L utlizzo di materiale genefico umano? X
T progetto implica Iutlizzo di campion: biologict umani” X
“ W progetto implica Ia raccolta di daf personali?

Ricerca su embrioni/fefi umani

* I progetto implica T utlizzo di embrion umani? X
* W progetto implica I'utlizzo di tessut/cellule fetall mmane? X
“ W progetto implica I'uflizzo di cellle staminali embrionali umane? X
Privacy

- Tl progetto implica T'utlizzo di iformazions genetiche? X
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Tl progetto implica ['ulizzo di daf sensibili (per esempio dati sulla salie, preferenze X
sessuali. etuia, opinion politiche. convinzioni religiose o flosofiche)?

+ 1 progetto comporta Ia mappatira el posizione geografica delle persone?

* I progetto comporta Iosservazione delle persone?

Ricerca sugli animali (ia competenza in questo cas0 ¢ delOrganismo preposto al
Benessere Animale - OPBA)

+ 1 progetto implica Tutlizzo di animali? X
Ricerca che coinvolge i paesi in via di sviluppo.
+ 1 progetto implica L'uso di risorse locali o ]a manspolazione dell stesse? X
Tl progetto prevede un beneficio per Is comunita locale (per esempio mighior X
accessibilita alle cure, educazione etc )?
Dual Use.

* Trisultai della ricerca potrebbero avere pplicazioni i campo militare? Poftebbero X
essere sfuttate a fin terroristici?

+ Trisultas dela ricerca pozebbero essere n qualche modo Impiegat m modo le X
costinire una significativa minaccia per la salute pubblica,Ia sicurezza, le colture

agricole, T'ambiente. gli animali e la biodiversita?

Questioni di genere

+ I progetto comporta quesfioni & genere? X

SCHEDA ETICA - PARIE B

FORNIRE DETTAGLIMOTIVAZIONT QUALORA NELLA SCHEDA ETICA - PARTE 4 COMPALANO DET
SI' IN RISPOSTA ALLE SINGOLE DOMANDE INDICANDO I NUMERO DI PAGINA DEL
PROTOCOLLO IN CUI EMERGONO LE DIVERSE QUESTIONL

Consenso Informato PAC]

1 progetto coimvolgerd nella sua valutazione i dipendenti delle aziende ospedaliere, pilot del
|progeto, che svolgeranno azioni di traiming mirate alla gestione e difesa rispeto ai comuni
attacchi di cybersecurity. Al termine dell'uso del prodotto, potranno essere raccolti dati sulla
soddisficione dell'utente risperto al prodotto e gli utentistessi dovranno sottopors a test fnali
|per 1a vatutazione delle loro competenze. Agenti automatici potranno essere applicati per|
raccogliere le azioni eseguite dall'utente all‘interno dell’ambiente visruale ed usati per la
valutazione delle attivite:

Privacy

Nel progetio & prevista una aithiita di monitoraggio delle artvia degli wtenti all mierno
dell‘ambiente virtuale.

Ricerca che coinvolge  paesiin via di sviluppo
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Nome del Responsabile del progetto Prof. Emesto Damiani
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UNIVERSITA DEGLI STUDI DI MILANO

Al Comitato Erico di Ateneo
dell"Universita degli Studi di Milano

Oggetto: Modulo assenza conflito di interessi

Titolo del progetto
A CybEr range tRaining platform for medical organisations and systems Security (AERAS)

Eventuale Ente finanziatore
‘European Commission — Horizon 2020 Framerwork Programme

Responsabile del progetto
Prof. Emesto Damiani — Dipartimento di Informatica “Giovanni degli Antoni”

edei del progetto
- Dy to di Informatica “Giovanni degli Antoni”, Via Celoria, 18, 20133 Milano, in

con:
City University of London, Northampton Square, EC1'V 0HB, London (UK)
Technologiko Panepistiniio Kyprou, Archbishop Kyprianos 31 Savings Cooperative Bank
SPHYNX Technology Solutions AG. Gubelstrasse 12, Zurigh (Switzerland)
AEGIS IT Research UG, Humboldsir. 25, 38106 (Germany)

‘Panepistimio Patron, University Campus, 265 04 Rio Patras (Greece)
‘Panepistimiako Geniko Nosokomeio Irakleiou, Voutes, 70013, Heraklion. Crete (Greece)

In relazione allo svolgimento del progetto “A CybEr range tRaining platform for medical
organisations and systems Security (AERAS)" finanziato da European Commission — Horizon 2020
Framework Programme, per cui si chiede I'espressione del parere da parte del Comiitato Etico, il
sotoscritto Emesto Damiani, respopsabile del progetto. dichiara di non avere conflit di interessi

Infede

Nome del Responsabile del progetto Prof. Ernesto Damiani

Firma
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UNIVERSITA DEGLI STUDI DI MILANO
DIPARTIMENTO DI INFORMATICA “GIOVANNI DEGLI ANTONT”

ESTRATTO DAL VERBALE DELLA SEDUTA DEL CONSIGLIO DI DIPARTIMENTO DI INFORMATICA.
10 luglio 2019

1 Consilio i Diparimento i Informatica s  riunit in SEDUTA PLENARIA il giomo 10 Inglo 2019 alle ore 1430 presso I Sala
‘Consigho (stanza 8012 — §° piano) del Dipartimento d Informatica, Via Celoria, 8. Presiede Ia seduta il Diretore Profssa Silvana
Castano, solge le funzionid segretario il Rag. Stefano Giudic.

Tpresent (P), li asseti(4), g assents giusiicat (AG) e gl assent gusificatipe lezione (AL) sono

~PROFESSORI ORDINARI Rédaro » Zomton Au »
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Cozzo Waser H i
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Gao S i H e Daz ?
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Allordine del gomo:
1) Presentacione Prof. Marco Aniset, Prof. Stefano Montanell ¢ Prof Matteo Re
2 Commicaziont;

3 Approvssione del vebale del CAD dal 12 gingno 2019:
[ ———

) Brovvedimenti pe s Ricerea (Assegni, Contat, Convenioni ¢ restazion contofers);
§)  Brovvedimentiper |z Didatica;

7)  Relamone Commissions Pantehics:

9 Brovvedimentiper [ nterazonalizzaions;

9)  Brovvediment Terza Misione:

10) Varieed eventuai.

Estratto dal Verbale del Consiglio di Dipartimento del 10 uglio 2019
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Consttato il raggiungimento del numero legale, alle e 14,45, l Direftre dichira valida e aperta Ia seduta plenaria.

5 PROVVEDIMENTI PER L4 RICERCA (ASSEGNL, CONTRATTI, CONVENZIONI E PRESTAZIONI CONTO
TERZD;
S52) I Diretioe chiede al Consiglo d accettare in vi defiitva il fnanziamento relativoal progeto di seguito spcificato &
approvare I stipula delle reltive condizioni contraftual. 11 Consiglo s impegna pertano a realizzare il progetto secondo quanto
previsto dal bando e dalla documentazione contrattuale connessa
1 Consiglo prende. inolte, visone della scheda eica compilaa & oftoseita dal responsabile scientifico del progetto, allegata al
presente verbale alln.1).

‘ENTE FINANZIATORE: European Commission - Horizon 2020

BANDO - H2020-MSCA-RISE-2019 (Marie Slodowskn-Curie Research and Innovation Staff Exchange), Topic: MSCA-
RISE-2019

‘TITOLO DEL PROGETTO: A CybEr range tRaining platform for medicAl organisations and systems Securify (acronimo:
AERsS)

OGGETTO DELLA RICERCA: AERAS aims to develop a realistc and rapidly adjustable cyber range platform for systems and
organisations in the critical healcare sector, o effectively prepare stakeholders with diffeent types of responsibility and levels of
expertise in defending high-risk, critical cyber-systems and organizations against advanced, known and new cyber-ttacks, and
reduce their security risks. The AERAS solution will be delivered at TRL-7 and validated through two different pilts in the
healtheare sector: () a ospital medical systems pilot; and (i)  public health systems pilot.

RESPONSABILE: Prof. Ernesto Damiani
UNIME Capofila

DURATA DEL PROGETTO: 48 mesi.

DECORRENZA E TERMINE DI SCADENZA DEL PROGETTO: (da stabilre) indicativamente 01/02/2020
COSTO DEL PROGETTO E FINANZIAMENTO COMPLESSIVO:

Costo Complessivo: 1.435.200 euro

‘Finanziamento Concesso: 1 435.200eur0

COSTO DEL PROGETTO E FINANZIAMENTO COMPLESSIVO PER UNIML

Finanziamento UNIMI: 220800 euro
Finanziato 100%

1 finanziamento verra ridistribuito all'atto dellapprovazione del Consortium Agreement. I Piano di uelizzo (allegati A ¢
B) verra quindi prodotto all approvazione definifiva.

‘Qualora il fnanziamento sia utilizzato in utto o i parte perIa copertura di cost relativ a posizioni aggiuntive (quali le seguenti
oci: personale a tempo determinato ex ccnl e c0.co.co., assegi di fcerca e borse), il docente responsabile del progeto si impegna
a coprie fli cost nellpotesi in cul non avvenga Ierogazione da parte del finanziatore.

T Direttore inoltre, in relazione allo svolgimento del suddetto progetto, comunica che il Prof. Ernesto Damiani ha richiesto
‘un parere da parte del Comitato Efico che frattera I'argomento nella prima seduta utile. Il parere ¢ richiesto in quanto
‘nell'ambito del progetto verranno trattati dati personali medici.

1 Consiglio all manimité spprova.

Alle ore 16:00 , esaurif gl argomenti all ordine del giomo, il Direttore dichiara chiusa la sedu.

1 Seggetario I Direttore
Rag. Stefano Gindici Profssa Sitvana Castano

Fito digitalmente

Estratto dal Verbale del Consiglio di Dipartimento del 10 luglio 2019
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